
Documentation for reported error where LDAP cannot be switched from Simple to Kerberos.  

Requirements: 

 vCD 5.1.2 (latest patches) with simple LDAP authentication and AD usersimported. 

 Two brand-new test Active Directory users TestAccount1 and TestAccount2 that have *not* 

ever been entered into vCloud Director as owning any objects 

Procedure: 

 Set LDAP to Simple. 

 Under Admin / Users: Import AD TestAccount1. Displays with sAMAccountName. 

 Validate TestAccount1 login (using sAMAccountName). 

 Change LDAP authentication from Simple to Kerberos. 

 Under Admin / Users: Import AD TestAccount2. Displays with userPrincipalName. 

 Validate TestAccount2 login (using userPrincipalName). 

 Verify TestAccount1 login no longer works. 

 Under Admin / Users: Disable and Delete AD TestAccount1. 

 Under Admin / Users: Import AD TestAccount1 user again. Verify that – although Kerberos is in 

effect – user continues to display with sAMAccountName. 

 Verify that TestAccount1 longer continues not to work. 

Supporting Screenshots: 

Two test AD accounts TestAccount1 and TestAccount2. These are brand-new accounts: 

 

LDAP set to Simple as shown below: 



 

Import TestAccount1 into LDAP: 



 

Verify login from second browser: 

 

 

 

Set LDAP to Kerberos: 



 

Verify that LDAP connectivity works: 

 

Import TestAccount2 user: 



 

Verify that TestAccount2 works (with UPN): 

 

 

 

Verify that TestAccount1 does *not* work either with UPN or with sAMAccountName: 

 

 

 

Disable and delete the TestAccount1: 



 

 

Add TestAccount1 back in – Kerberos is still active: 

 

Resync LDAP: 

 



Note that TestAccount1 still displays with sAMAccountName: 

 

 

TestAccount1 cannot login with UPN: 

 

Nor with sAMAccountName: 

 

 


