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Andrew Bruce is Chief Technical Officer for RiVidium Incorporated, a Service Disabled Veteran Owned Small
Business in the suburban Washington, DC area. RiVidium provides professional services to the Federal
Government and the Department of Defense, specializing in customizing and developing architecture and
governance models that leverage our proprietary technologies. Mr. Bruce's job responsibilities include: working
directly with customers and partners for new business development, supporting proposal efforts, overseeing
RiVidium's network infrastructure, working with project managers to ensure project completion, managing
software development efforts throughout the entire system life-cycle, and leading new technology research and
proofs-of-concept. After a career spanning decades in shrink-wrap, commercial, and corporate software
development, Mr. Bruce is focusing on Information Assurance to achieve his goal of building and managing
large data centers providing cloud computing utility services for commercial and Government customers.

1.0 Introduction

The typical Small / Medium size Business (SMB) must provide both intranet (internal) and extranet (external)
access for its employees and customers based on roles, permissions, and clearance. This white paper looks at a
notional SMB network and discusses how the SMB can implement Identification, Authentication, and
Authorization (IAA) using simple techniques that leverage common network environments.

The notional internal corporate network consists of a small number of physical servers complemented by a
much larger number of virtual servers. All of the internal servers and team member desktops run some variant
of the Windows operating system and leverage a local Active Directory domain for IAA functions. The notional
network does have non-Windows servers for specific customer projects, but these servers generally provide
their own IAA solutions per customer requirements. This paper concentrates specifically on IAA within a typical
corporate Active Directory environment.

Key points to consider as any part of an IAA solution include:

Manageable. SMBs are not known for having deep pockets to invest in a team of dedicated system
administrators. Any IAA solution must be easily implemented and convenient to maintain.

Scalable. The goal of a typical SMB is not to become enamored of the “Small”; that is, the business needs to be
prepared to expand. That next task order award may require significant growth in the corporate
infrastructe and the IAA solution needs to be archictected with that target in mind.

Standards-based. Related to overall manageability, any IAA solution needs to be firmly rooted in proven
concepts and technologies. For example, a hardened and patched Active Directory environment provides
an excellent framework for a reliable and affordable corporate network solution.

Extensible. This whitepaper considers how a typical Active Directory implementation can be extended to
support public key infrastructure (PKI) needs, with a use case of mapping SharePoint users to certificate-
based logins. This ties in well to the larger requirement that any IAA solution must be capable of
integrating with evolving technology standards.

This whitepaper closes with some specific recommendations and thoughts.
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2.0 The Notional Network Segment

This paper concentrates on the following high-level notional network segment:
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Figure 1: High-level network diagram
The major components include:
1. Active Directory — The primary IAA infrastructure.
2. Internal Servers — Servers providing functions such as file sharing.
3. External Servers — Servers providing functions such as email.
4. Users —These include both internal and external users.
5. Gateway — Provides proxy IAA functions for external users.

Future papers could cover VPN, SSH, and thin desktop / virtual desktop connectivity.
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3.0 Active Directory and IAA

Active Directory (AD) provides all of the notional network’s
foundational IAA capabilities through three components: User
Directory, Kerberos sub-system, and PKI (labeled “Certificate

Authority” in the drawing).

3.1 User Directories and ldentification

Network IAA Use Case for the Small / Medium Business

Andrew Bruce, CISSP, FITSP

ACTIVE DIRECTORY

CEEIF-SIEE l

Group Memberships

Active Directory provides scaled-down X.500 support whereby each X.500 object has a set of attributes and
group memberships (like the “User” object shown below). This supports the organization’s security policy by
means of group memberships (RBAC model); specific authorization ACLs almost exclusively target group
memberships rather than individual users.
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Figure 2: AD “User” object example

X.500 supports identity by assigning each object a unique identifier (the “distinguished name” or DN), such as:

CN=Andrew Bruce,OU=users,DC=softwareab,DC=Local

The notional AD allows both UPNs and NetBIOS short names to be used; for example, “andy.bruce” maps to the
DN above. An identity can also be claimed using a certificate (see the Recommendations).

Network IAA Use Case
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3.2 Kerberos, Authentication, and Cryptography"

The notional organizational network uses AD’s Kerberos modules to verify a subject’s claimed identity. (Note:
Microsoft Kerberos itself provides no authorization, although version 5 can pass authorization information
generated by other services.) Kerberos performs authentication using a two-phase approach: issuing first a
“ticket-granting-ticket” (TGT), which itself is then used to request a “service ticket” (ST) to gain access to a
desired resource. The Key Distribution Center (KDC) maintains a master list of all cryptovariables for all
resources (the KDC must be highly protected).

3.2.1 The Ticket Granting Ticket (TGT)
The first phase of Kerberos authentication is analogous to purchasing a ticket to enter a
fair’'s midway:

1. User self-identifies. An identifier tied to the X.500 directory must be provided to a
process (“supplicant”) like a workstation or gateway proxy. The supplicant uses
symmetric encryption and a supported cryptographic function to exchange data
with the Authentication Service (AS). AD supports the following functions: RC4-
HMAC (128bit), DES-CBC-CRC (56bit), and DES-CBC-MDS5 (56bit). Per current best practices, the notional
network standardizes on the strongest encryption (RC4-HMAC) throughout the network.

2. Kerberos verifies the identity. In the simplest case, the user’s login machine sends the user’s password
in MD5-encrypted (“hashed”) form to the AS, and the AS validates this password hash against the
keystore entry within the KDC.

3. Kerberos issues the TGT. Upon successful validation, the Ticket Granting Service (TGS) creates a TGT
valid for a given time period (default is ten hours). The TGT proves that the user has been
authenticated. The notional network’s edge gateway receives a “proxy TGT” on behalf of each external
user, allowing the gateway to “impersonate” that external user for proxy access to the internal servers.

3.2.2 The Service Ticket (ST)

% \@g  Phase Two of the Kerberos model allows access to a “service” (such as to a Web server)
oz by issuing a Service Ticket (analogous to purchasing a ride ticket once inside the
midway):

1. Supplicant requests the ST using the TGT. For internal users, this occurs via
their workstation. For external users, this occurs via the edge gateway.

2. TGS verifies the TGT and issues the ST. The TGT must be valid and non-expired.
AD’s Kerberos differs from MIT’s in that the Authorization-Data ticket field
contains internal unique identifiers for the X.500 entry and for group
memberships. The end-service can use these identifiers to authorize the user.
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3.3 PKI, IAA, and Cryptography

The notional network uses AD’s built-in PKI Ay oy, et o
to enable secure access to the corporate € = .
Web servers (both internal and external). irf “ “
The side diagram shows a simple PKI that ég%
highlights the standard interactions 6
between the Web server, the PKI, and an N . .
. . . Registration Authority

end user. (In the notional organization, the (RA)
RA, VA, and CA functions are all combined.) “
Public key encryption works by having two _g ‘ ( \'\,
keys with a mathematical relationship such : i3 4
that the “public” key can be computed from ~ § i P 3

" Y P i - G,

the “private” key, but it is computationally
infeasible to go the other direction. The
private key must be kept secure, while the 'Web Server

public key can be shared. For each Web s

session between browser and server, the browser generates a temporary session key and encrypts it using the
server’s public key. The server then uses its private key to decrypt this received session key (valid only for the
current Web session) and uses it for all subsequent data transmission to that client. This uses slow public-key
cryptography'for the initial key exchange over the insecure transmission medium (Internet) and fast symmetric
cryptography once the session is established.
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The notional AD infrastructure standardizes on the RSA encryption function, which is based on the difficulty of
factoring very large prime numbers. The algorithm’s strength lies in its ability to generate two large prime
numbers such that their product is of a given bit-length: 2048 bits is the currently accepted recommended
length.

Request Certificate equest Certificate

| ‘ Distinguished Name Properties l l | Cryptographic Service Provider Properties
B »
Specify the required Information for the cartificate, Statefprovice and Clkyflocality must be specifisd as Salwck & cryptographic service pravider and a bit length, The bit length ¢
officlal names and they cannok contain sbbreviations, determines the certificate's encryption strength. The greater the bit e
However, a greater bit length may decrease performance,
Common name; [portal softwareab, net g
CHBNRLAIGR: ]aoftware/\u Cryptographic gervice provider:
Organizational ynit: l”— Mlc‘ soft P..fjA SChannel Cryptographic Provider _:j
SChannel C : Provider
City/locality ]Alnxau wlrin .
State/province! |virginia
Countryftagion: [os | We standardize
on RSA /2048
An example internal certificate request from a bit.
Web server to our internal CA

Figure 3: Web server certificate request

! Public-key cryptography can be up to 10,000 times slower than secret key cryptography.
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3.3.1 External Web Sites
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As a case study consider how a company can use a commercial certificate (GoDaddy) for a corporate blog site.

First: Setup a Forward Lookup Zone on the local Domain Name Server (DNS) to allow internal users to use the
external Web site name while keeping all network communications local:

Pils  Action  View  pelp
oo | 7| 0] [ |G| & C)
i, DNS Names | Type | Data |_Timesta = |
= & onsa | |archgzbeta Host (A) 192,168,16,103 static
I=1 0 Forward Lookup Zones [ ] archg2sve Hast (A) 192,168,144 static
() _msdes radxsoftware.com | [ ] archgztest Hast (A) 192,168, 14,160 static
- " capsfoxsop et [ ascprojects Host (A) 192,168,14,91 static
@ [z Mghtecleroderma.org { Iautodlscovcr Host (A) 192.168,14.3 static
el :Z‘:x‘:;‘;:::’:om =l bima Host (A) 70,182,2,107 static
= ) eieicam . piomstrics Jdozt (A) 132.068.16,10% static
I+ | ‘Soablo L e blogs Host (A) 192,166,16,105 1 i —
® [ wmantics. com {|ca Host (A) 192.168,16,100 static
@ (2] Reverss Lookup Zones {5 discovery Host (A) 192.168,14,210 static
[ | Conditional Forwarder, [ |ee Host (A) 192.160,14.20 static
@1 [ Global Lags | J an Host (A) 192,168.14.2 static
[# 5 rripapderonz lﬂtﬁma' Ip | |elements HMost (A) 174.78.144.108 ShaLE
] email Host (A) 192,168,14.3 static =
Address < | Ll_'
l | |

Figure 4: Internal DNS entry for blogs site

Second: Assign the GoDaddy certificate to the “blogs” Web server:

1. The site in our Web server

Certificate

General | Details | Certification Path |

= g Certificate Information

This certificate is intended for the following purpose(s):

+ Ensures the identity of a remote computer
* Proves your identity to a remote computer
*2.16.840.1.114413.1.7.23.2

4 The certificate details

* Refer to the certification aLLhority's statement for details.

/Lsﬁfed to: *.rividium.com

Issued by: Go Daddy Secure Certification Authority )

¥alid from 11/3/2009 to 11/3(2012

You have a private key that corresponds to this certifi&a{

S

TP DIUHIELILS FIVIUINTL LUIT —l I I I Browse Web Site
&4 blogs.rividium.com € = = Browse 192.168.16.105:49%
m AR Fovte = l l i [R= l ] =] fhkrnct
site Bindings Jed B3
Type [ Hoskt Mame | Port I 1P Address | Bind Add...
https 443 192.168.16.105
i { : Remove I
<] { e Browse I
Close |
Edit Site Binding 4 B3
Type: IP address: Pork:
[reps ] [192.168.16.105 =] [+e3
Hosk name:!
I 3. The commercial certificate
SSL certiﬁcate,:
IGa Daddy < Ll Wiew. .. I
oK I Cancel l

Figure 5: Commercial certificate for blogs site
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Third: For all connections
to the “blogs” site, the Web
server presents the
GoDaddy certificate to the

Certificates E3
=]

Intermediate Certification Authorities Trusted Root Certification Authorities lTrusted pub < | »

Intended purpose: I <All>

. Issued To ] Issued By I Expiratio... I Frlor;l
CIIent' GODaddy haS already W Equifax Securae Global aBusiness CA-1 Equifax Sacurae Gl... 6/21/2020 Equit
negotiated with the major‘ L General Dynamics IECA Root CA General Dynamics ... 4/3/2003 <Nor

L GeaTrust Global CA GeoTrust Global CA 5/21/2022 Gao’l
Web browser vendors to GlobalSign Root-GA lobolSign-Root CA___1/28/2028  Glob

> ddy CI 2 Certificat Authorit 5 ddy CI 2 0. D
ensure that they trust all of ol ovE SybaPTrIr CTOmAT REST T CyBAPTTI T8/ {a/a018  GTe
GoDaddy’s issued o http://www.valicert. com/ http://www.valice... ©6/25/2019 Start

. CMicrosoft Authenticode(tm) Root Authorit Microsoft Authenti,, 12/31/1999  Micr¢
certificates (ShOWn here for qucmson Root Authority Microsoft Root Aut... 12/31/2020 Mﬂlj
4 L

IES).

\

el |

Import... I

e rncvel I

Advanced |

The result: The corporate
Web server can use the
same certificate for access
from both internal and
external users.

Cartificate intandad purposes

Learn more about cartificates

Certificate trusted by
internal and external
users

3.3.2 Internal Web Sites

Using an existing internal Certificate Authority (CA) such as comes with Active Directory, one can generate a
valid certificate for each intranet Web servers (shown below for an internal development server):

=

ArchGz Mainline - 435
WA b O A b W b W

[+

| %] Browse 143535 (https)

1. The Web site in our server

T 1 x]

| Bind

| 1P Addrass

"

Add...

.
2. The secure HTTPS port (non Hemave |

ol -standard for our development sy __eowse |
environmert) dloze |

Type | Host Name | port

https

Edit Site Binding

Port;

x| |4ssss

1P address:
| [alunassigned

Type:
(I

HOSE

I /3 [ertificate from our internal CA

ortificate:

Irmtvapdavau

=] [ vew... |

S

Genetal | Details | Certification Path |

—
il Certificate Information

This certificate is intended for the foll g purpose(s):

* Ensures the identity of a remote computer

4. Details on the certificate

s .

ed to:  rmivapdevall

Issued by: radxsoftwars-RMIPARPDCROOZ-CA

valid from 8/7/2010 to 8/6/2012

u have a private key that corresponds to this certific

Issuer Hlgtement

Learn more about certificates

oK l Cancel I

Figure 6: Intranet Web server certificate
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Because AD automatically installs the CA’s root
certificate on all machines in the Active Directory
domain, team members can connect to this site
using Internet Explorer.

Interestingly enough, other browsers (like Firefox) do
not use the Windows Trusted Root’s keystore like
Internet Explorer does. Connections to this same site
from these browsers result in a certificate challenge
until the user manually adds the internal CA’s root
certificate.

Network IAA Use Case for the Small / Medium Business
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/= Pages - defaull - Windows Internet Explores

i This Stte: Enterpi

Cortificates

Intended purpose: | <All>
Intermediate Certficotion Authorites Trusted Root Certification Authorties | Trusted Fu

Issued To [ Iasued By I Expiratio...
R Onsite2-188 IECA-3 1/12/2003
= ORC [ECA ORC IECA 10/11/2002
LR ORC 1ECA QRCIECA 10/13/2004
o 2dxsoftware-RMIPAPDCRO02-CA  radksoftware-RMIPAFDCRO02-CA  8/7/2015 >
= Roat Agency Ty 13731/2039

2. Automatically nstaled by AD

Add Security Exception m

You are about to override how Frufox identfies this ste.
lx. Legitimate banks, stores, and other public sites will not ask
~ youto do this.

Eocation: | hetps:/imivapdevall 143535/ le
s site Sttempts to dentfy Rset with rvaid nformaton, wew, . |
Unknown T

ammm:mm@

|. By defauit, ek doss rt ook in Windows'
trusted root authorities keystare

P Permanently store ths exception

2.k must be marnaly added)

Your Corticates | Progie Servers | Authorties | Others |
You have certficates on fle that dencly these servers:

[t [[serve [ Lfetme oo
radxsoftware-RMIPAPDCRO02-CA

c movapcevall mvapdevall:4_ Permanent 8/6/2012

\

This non-IE certificate trust can be addressed both by training as well as by automated configuration rollouts via

Group Policy Objects within AD.
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4.0 Authorization
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While Kerberos generates a Service Ticket (ST) granting basic access to a “service,” that service (such as the

notional corporate intranet portal) must still authorize e

1.

ach user.

For all users, one way to approach Authorization is to standardize on on Windows Authentication.

Internal users receive the (in)famous “logon box,” while external users receive a challenge screen issued

by thecorporate gateway.

Connect to portal.rividium.com

i

Connecting to portal.rividium.com.

2 — ] |

I eoccccceseee

User name:

Password:

[~ Remember my password

InternetSec
Acceleration Se

Security ( show explanation )

¥ This'isa public or shared computer
@ Thisds 2 private computer

Password:

Internal users are prompted for
tokens by their local box...

& 2006 Microsoft Corporation. All fights reserved,

...While remote users are prompted by
our corporate gateway.

Figure 7: Challenging internal / external users

Kerberos authenticates the user and issues
an ST granting access to the Web server.
Because the corporate portal uses
SharePoint, it leverages Active Directory
identity and group memberships via
configuration entries in the web.config file.

Network IAA Use Case Page

<authentication mode="Windows"” />
<identity impersonate="true"” 17>

<authorization>
<allow users:="x" /> Ties into our Active
</authorization> Directory

infrastructure.

Just one™ of the
many ways we can
authorize users...

Kerberos authentication allows
the Web server to

"Impersonate” the identity used
for Web site authentication.
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3. The corporate portal can now authorize the user using a combination of methods:

a. Operating System — The portal application can block or allow access to individual files (such as
images or documents) by using Windows file system permissions.

b. Web Server — Windows Internet Information Server (lIS) provides built-in capabilities to block or
deny access to logical Web resources (such as a Web page) based on the user’s identity.

c. Native — SharePoint has its own permissions model based on “SharePoint users” and “SharePoint
groups;” one ties these users and groups to corresponding entries in the Active Directory, which
allows the organization to manage portal permissions from a single console.

Rividium Portal = People and Groups Users:

People and Groups: Rividium Portal Members ~ /#m Pt Membes € g opiint" Graup

Use this group to give peaple cantribute permissions to the SharePaint site: Rividium Portal Permissions:

| Settings ~ [T Full Contral - Has full contral.

2 Name [~ Design - Can view, add, update, delete, approve, and
customize.

& d Bi b " U
iy SharePaint” user

[ Manage Hierarchy - Can create sites and edit pages, list itemns,
and documents,
Approve - Can edit and approve pages, list items, and
documents.

"SharePoint” group

mapped to AD group
RADXSOFTWARE\rividiumactiveermployees

mapped to AD user

[T Contribute - Can view, add, update, and delete.

o all

’ . ; i [V Read - Can view only.
SharePoint-specfic permissions

applied to the "SharePaint” group

Restricted Read - Can view pages and documents, but cannot
view historical versions or review user rights information.
— View Only - Memhers nf this arnnn ran view nanes. list items.

Figure 8: Authorization for an intranet portal

A Final Thought: Authorization is complex to perform and difficult to troubleshoot. This simple case study has
touched on three completely independent authorization layers, any one of which could enforce a denial of
access. Consider that these authorization layers are extensible: one could use custom software modules, or
Security Access Markup Language (SAML), or even a semantic approach such as inferring “access rights from

domain proximity” as proposed by Angel Garcia-Crespo et. a

When users call the Help Desk with an “Access

Denied” problem, it can be difficult to determine just which authorization layer is at fault. A future paper could

address this area more fully.
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5.0 Recommendations

These recommendations are based on an interview with the Chief Operating Officer of a small company:

5.1 External Users and Certificates

An organization’s Help Desk receives support calls when an external user forgets an assigned user name and /
or password. These costs can be reduced by issuing “soft certs” to external users:

Step Cost Notes

Web servers None Requires configuration change only
allow certificates

Issue “soft” user | One week to Create local AD account, associate soft certificate with that
certificate define process account

Integrate with Three days for Walk through processes and requirements: 1) receive strong pass
Help Desk training phrase from remote user; 2) send “soft” certificate out-of-band

via encrypted email; 3) walk external user through installation

An external user having this “soft” certificate installed on a workstation no longer requires a user ID to access
the network; instead, one simply remembers the self-assigned pass phrase. This may outweigh the
disadvantages of extra training and time for the help desk and the manual installation process on the external
user’s workstation. Christopher McLaughlin points out that “it can be a costly in terms of money and manpower
to ensure that the risks soft certificates present to the business are managed effectively,”" but for a typical small
organization, the benefits outweigh the risks.

5.2 Employee Termination

Consider the problem in accounting for terminated employees; project managers can easily work in largely
autonomous environments and can “forget” to tell IT about a termination. Reduce these problems by creating
an automated “employee termination” process using an intranet corporate portal such as SharePoint.

Step Cost Notes

Define standard One week Research the existing processes
termination flow

Create termination One week Automate using standard SharePoint features to ensure
workflow notification on a termination event

Integrate with PMs / HR Two day of Automatic notification helps ensure that the Active Directory
training environment is clean

While numerous other recommendations can be made, these two are low-cost and high-reward for a project-
oriented SMB; such as a small Department of Defense contractor.
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6.0 Acronyms

ACL — Access Control List; structure associated with a given resource (“object”) that enumerates permissions
(read, write, etc.) assigned to users and groups.

AD — Active Directory; Microsoft’s network management infrastructure which provides user support, centralized
server management, and organization-wide security policy support.

AS — Authentication Service (Kerberos)

CA — Certificate Authority (PKI)

DES-CBC-CRC / DES-CBC-MD5 — Data Encryption Standard Cipher Block Chaining Cyclic Redundancy Check /
Message Digest 5; block-oriented encryption algorithms providing message integrity

DNS — Domain Naming Service

IE — Internet Explorer

KDC - Key Distribution Center (Kerberos)

MIT — Massachusetts Institute of Technology

PKI — Public Key Infrastructure

RA — Registration Authority (PKI)

RBAC — Role-based Access Control; users are assigned privileges based on their roles within the organization.

RC4-HMAC - Stream-oriented encryption algorithm providing message integrity (used by Kerberos starting with
Windows 2000)

RSA — Rivest-Shamir-Adleman public-key encryption algorithm

SSH — Secure Shell; allows remote management of internal corporate resources

ST —Service Ticket (Kerberos)

TGT — Ticket-granting Ticket (Kerberos)

VA — Validation Authority (PKI)

VPN —Virtual Private Network; allows remote access to internal corporate resources

UPN — User Principal Name; Internet-style login name for a user (such as “andy.bruce@rividium.com”)
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